IMPLICATIONS OF A
CYBER BREACH

Building your response plan(s)
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» Background

< Discussion of cybersec history and
types of cyber events

» Implications

AG E N DA <+ Impacts to consider when planning

» Integrating Cyber Response into BC

<+ Group exercise
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Reputational Harm

Legal / Breaches of Contract

Financial Loss

Social and Psychological Effects

Operational Disruption

IMPLICATIONS
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Immediate impacts
Payout to threat actor

Cost of restoring clean data
or sanitizing data



SOCIAL AND
PSYCHOLOGICAL EFFECTS
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PREVENTION & MITIGATION




INTEGRATION WITH BC
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KNOWLEDGE
SHARING AND
PLANNING
IMPROVEMENT
EXERCISE

» Let’s divide up into groups and
make note of ideas for how to
improve our avoidance and
response to cyber events

<+ Prepare to present your 2 best
ideas

<+ Don’t worry if another group
mentions one of yours, you may
have a different approach to how
to implement




CONCLUSION




